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*** First change ***
4.2
Basic principles for internal interfaces

This clause lists the internal interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and gives a reference to the relevant clauses of the present document that specify how the protocol is to be used for the given interface.

Table 4.2-1: Internal interfaces and related protocols

	Interface
	Description
	Protocol used to realise interface
	Usage

	LI_SI
	Used to provide system information to the LIPF from the SIRF.
	Out of scope of the present document.
	

	LI_X1
	Used to configure and audit Directly-provisioned POIs, TFs and MDFs.
	ETSI TS 103 221-1 [7].
	See clause 5.2.2

	LI_X1 (Management)
	Used to audit Triggered POIs.
	ETSI TS 103 221-1 [7].
	See clause 5.2.3

	LI_X2
	Used to pass xIRI from IRI-POIs to the MDF2.
	ETSI TS 103 221-2 [8].
	See clause 5.3.2

	LI_X3
	Used to pass xCC i from CC-POIs to the MDF3.
	ETSI TS 103 221-2 [8].
	See clause 5.3.3

	LI_T2
	Used to pass triggering information from the IRI-TF to a Triggered IRI-POI.
	ETSI TS 103 221-1 [7].
	See clause 5.2.4

	LI_T3
	Used to pass triggering information from a CC-TF to a Triggered CC-POI.
	ETSI TS 103 221-1 [7].
	See clause 5.2.4

	LI_ADMF
	Used to pass intercept provisioning information form the LICF to the LIPF.
	Out of scope of the present document.
	

	LI_MDF
	Used by MDF2 and MDF3 in interactions necessary to correctly generate CC and IRI from xCC and xIRI.
	Out of scope of the present document.
	


*** Next change ***
5.3.1
General usage of ETSI TS 103 221-2

Functions having an LI_X2 or LI_X3 interface shall support the use of ETSI TS 103 221-2 [8] to realise the interface.
In the event of a conflict between ETSI TS 103 221-2 [8] and the present document, the terms of the present document shall apply.

The xIRI and the xCC  sent using ETSI TS 103 221-2 [8] shall contain the appropriate XID as received in the relevant LI_X1 provisioning message (or LI_T2/3 triggering message, as appropriate).

*** Next change ***
5.3.2
Usage for realising LI_X2

The POI sending xIRI over the LI_X2 interface shall set the PDU type field within the xIRI to “X2 PDU” (see ETSI TS 103 221-2 [8] clause 5.1).

The TLS transport profile (see ETSI TS 103 221-2 [8] clause 6) shall be supported and used by default.

Unless otherwise specified, xIRI shall include the timestamp and sequence number conditional attribute fields, with the timestamp value set to the time at which the event occurred.
Unless otherwise specified, the LI_X2 “matched target identifier” conditional attribute shall be set to indicate what target identity was matched to generate the xIRI (see ETSI TS 103 221-2 [8] clause 5.3.18).

*** Next change ***
5.3.3
Usage for realising LI_X3
The POI sending xCC over the LI_X3 interface shall set the PDU type field in the xCC to “X3 PDU”
 (see ETSI TS 103 221-2 [8] clause 5.1).

NOTE:
ETSI TS 103 221-2 [8] specifies in clause 6 a default profile which is mandatory to support, but allows further profiles to be defined. In scenarios where it may not be possible to achieve the necessary LI data rates based on the default profile, alternative profiles may be considered (e.g. based on UDP, multi path TCP or other protocols). Any alternative profile needs to ensure that LI reliability, security and completeness requirements as specified in TS 33.126 [3] are met.
*** Next change ***
5.5.2
Usage for realising LI_HI2

The IRI messages sent over LI_HI2 are structured as a header and a payload. The header contains general information like LIID, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains intercept related information based on information that the MDF2 has received from sources in the network, such as the IRI-POI as described in clauses 6 and 7 of the present document. Details of the IRI messages can be found in Annex A of the present document. Messages defined as passing over the LI_HI2 interface shall be passed as the payload of the threeGPP33128DefinedIRI field (see TS ETSI 102 232 -7 [10] clause 15).

*** Next change ***
5.5.3
Usage for realising LI_HI3

The CC sent over LI_HI3 is structured as a header and a payload. The header contains general information like LIID, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as described in clauses 6 and 7 of the present document. Details of the CC can be found in Annex A of the present document. CC  defined as passing over the LI_HI3 interface shall be passed as the payload of the threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15).

NOTE:
ETSI TS 102 232-1 [9] specifies in clause 6.4 a transport layer based on TCP. However, based on agreement between network operator and LEA, in scenarios where it may not be possible to achieve the necessary LI data rates based on the transport layer based on single TCP connection, alternative profiles may be considered (e.g. based on UDP, multi path TCP or other protocols). Any alternative profile needs to ensure that LI reliability, security and completeness requirements as specified in TS 33.126 [3] are met.

*** Next change ***
6.2.2.2.1
General

The IRI-POI present in the AMF shall send the xIRIs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.2.2.4, the details of which are described in the following sub-clauses.


If the AMF receives one or more cell IDs in an N2 message (as specified in TS 38.413 [23]), the POI associated with the AMF shall report all of them.
*** Next change ***
6.2.2.2.2
Registration

The IRI-POI in the AMF shall generate an xIRI containing an AMFRegistration record when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. Accordingly, the IRI-POI in the AMF generates the xIRI when the following event is detected:

-
AMF sends a N1: REGISTRATION ACCEPT message to the target UE and the UE 5G Mobility Management (5GMM) state within the AMF is changed to 5GMM-REGISTERED.

Table 6.2.2-1: Payload for AMFRegistration record
	Field name
	Description
	M/C/O

	registrationType
	Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7. This is derived from the information received from the UE in the REGISTRATION REQUEST message.
	M

	registrationResult
	Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6.
	M

	slice
	Provide, if available, one or more of the following: 

· allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).

· configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).

· rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).

This is derived from the information sent to the UE in the REGISTRATION ACCEPT message.
	C

	sUPI
	SUPI associated with the registration (see clause 6.2.2.4).
	M

	sUCI
	SUCI used in the registration.
	C

	pEI
	PEI provided by the UE during the registration, if available.
	C

	gPSI
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	gUTI
	5G-GUTI provided as outcome of initial registration or used in other cases, see TS 24.501 [13] clause 5.5.1.2.2.
	M

	location
	Location information determined by the network during the registration, if available.

Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available. IP addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte order).
	C


*** Next change ***
6.2.2.2.3
Deregistration

The IRI-POI in the AMF shall generate an xIRI containing an AMFDeregistration record when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has deregistered from the 5GS. Accordingly, the IRI-POI in AMF generates the xIRI when any of the following events is detected:

-
For network initiated de-registration, when the AMF receives the N1: DEREGISTRATION ACCEPT message from the target UE or when implicit deregistration timer expires; and in both cases the UE 5GMN state within the AMF is changed to 5GMM-DEREGISTERED.

-
For UE initiated de-registration, when the AMF sends the N1: DEREGISTRATION ACCEPT message to the target UE or when the AMF receives the N1: DEREGISTRATION REQUEST message from the target UE with deregistration type value of “switch off”; and in both cases the UE 5GMN state within the AMF is changed to 5GMM-DEREGISTERED.

Table 6.2.2-2: Payload for AMFDeregistration record
	Field name
	Description
	M/C/O

	deregistrationDirection
	Indicates whether the deregistration was initiated by the network or by the UE.
	M

	accessType
	Indicates the access for which the deregistration is handled, see TS 24.501 [13] , clause 9.11.3.20.
	M

	sUPI
	SUPI associated with the deregistration (see clause 6.2.2.4), if available.
	C

	sUCI
	SUCI used in the deregistration, if available (see NOTE 1).
	C

	pEI
	PEI used in the deregistration, if available (see NOTE 1).
	C

	gPSI
	GPSI associated to the deregistration, if available as part of the subscription profile.
	C

	gUTI
	5G-GUTI used in the deregistration, if available, see TS 24.501 [13], clause 5.5.2.2.1 (see NOTE 1).
	C

	cause
	Indicates the 5GMM cause value for network-initiated deregistration, see TS 24.501 [13], clause 9.11.3.2.
	C

	location
	Location information determined by the network during the deregistration, if available.

Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	NOTE:
At least one among SUCI, PEI and GUTI shall be provided.


*** Next change ***
6.2.2.2.4
Location update

The IRI-POI in the AMF shall generate an xIRI containing an AMFLocationUpdate record each time the IRI-POI present in an AMF detects that the target’s UE location is updated due to target’s UE mobility or as a part of an AMF service procedure. The generation of such separate xIRI is not required if the updated UE location information is obtained as a part of a procedure producing some other xIRIs (e.g. mobility registration). In that case the location information is included into the respective xIRI.

The UE mobility events resulting in an xIRI generation include the “N2 Path Switch Request” (“Xn based inter NG-RAN handover” procedure described in 3GPP TS 23.502 [4], clause 4.9.1.2) and the “N2 Handover Notify” (“Inter NG-RAN node N2 based handover” procedure described in 3GPP TS 23.502 [4], clause 4.9.1.3). Optionally, based on operator policy, other NG-RAN NGAP messages that do not generate separate xIRI but carry location information (e.g. RRC INACTIVE TRANSITION REPORT) may trigger the generation of an xIRI AMFLocationUpdate record. 
Additionally, based on regulatory requirements and operator policy, the location information obtained by AMF from NG-RAN or LMF in the course of some service operation (e.g. emergency services, LCS) may generate xIRI AMFLocationUpdate record. The AMF services providing the location information in these cases include ProvideLocInfo, ProvidePosInfo, NotifiedPosInfo and AmfEventReport (see TS 29.518 [22]).
Table 6.2.2-3: Payload for AMFLocationUpdate record
	Field name
	Description
	M/C/O

	sUPI
	SUPI associated with the location update (see clause 6.2.2.4).
	M

	sUCI
	SUCI associated with the location update, if available, see TS 24.501 [13].
	C

	pEI
	PEI associated with the location update, if available.
	C

	gPSI
	GPSI associated with the location update, if available as part of the subscription profile.
	C

	gUTI
	5G-GUTI associated with the location update, if available, see TS 24.501 [13].
	C

	location
	Updated location information determined by the network.

Depending on the service or message type from which the location information is extracted, it may be encoded in several forms (Annex A):

1) as a userLocation parameter (location>locationInfo>userLocation) in the case the information is obtained from an NGAP message, except the LOCATION REPORT message (see TS 38.413 [23]);

2) as a locationInfo parameter (location>locationInfo) in the case the information is obtained from a ProvideLocInfo (TS 29.518 [22], clause 6.4.6.2.6);
3) as a locationPresenceReport parameter (location>locationPresenceReport) in the case the information is obtained from an AmfEventReport (TS 29.518 [22], clause 6.2.6.2.5) with event type Location-Report or Presence-In-AOI-Report;
4) as a positionInfo parameter (location>positioningInfo>positionInfo) in the case the information is obtained from a ProvidePosInfo (TS 29.518 [22], clause 6.4.6.2.3) or a NotifiedPosInfo (TS 29.518 [22], clause 6.4.6.2.4).
	M


*** Next change ***
6.2.2.2.6
AMF unsuccessful procedure

The IRI-POI in the AMF shall generate an xIRI containing an AMFUnsuccessfulProcedure record when the IRI-POI present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via LI_X1.


Accordingly, the IRI-POI in the AMF generates the xIRI when any of the following events is detected:

-
AMF sends a N1: REGISTRATION REJECT message to the target UE and the UE 5G Mobility Management (5GMM) state within the AMF is changed to 5GMM-DEREGISTERED.

-
AMF aborts a registration procedure before the UE 5G Mobility Management (5GMM) state within the AMF is changed to 5GMM-REGISTERED.

-
AMF sends a SERVICE REJECT message to the target UE including a PDU session establishment reject message type.

-
AMF aborts a UE-initiated NAS transport procedure with payload container type IE set to "SMS".

Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.

Table 6.2.2-5: Payload for AMFUnsuccessfulProcedure record

	Field name
	Description
	M/C/O

	failedprocedureType
	Specifies the procedure which failed at the AMF.
	M

	failureCause
	Provides the value of the 5GSM or 5GMM cause, see TS 24.501 [13], clauses 9.11.3.2 and 9.11.4.2.
	M

	requestedSlice
	Slice requested for the procedure, if available, given as a NSSAI (a list of S-NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).
	C

	sUPI
	SUPI associated with the procedure, if available (see NOTE).
	C

	sUCI
	SUCI used in the procedure, if applicable and if available (see NOTE).
	C

	pEI
	PEI used in the procedure, if available (see NOTE).
	C

	gPSI
	GPSI used in the procedure, if available (see NOTE).
	C

	gUTI
	5G-GUTI used in the procedure, if available, see TS 24.501 [13], clause 9.11.3.4 (see NOTE).
	C

	location
	Location information determined during the procedure, if available.

Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	NOTE:

At least one identity shall be provided, the others shall be provided if available.


*** Next change ***
6.2.2.3
Generation of IRI over LI_HI2

When an xIRI is received over LI_X2 from the IRI-POI in AMF, the MDF2 shall generate the corresponding IRI message and deliver  over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received in the xIRI over LI_X2. This record may be enriched with any additional information available at the MDF (e.g. additional location information).

The timestamp field of the psHeader structure shall be set to the time at which the AMF event was observed (i.e. the timestamp field of the X2 PDU).

The threeGPP33128DefinedIRI field in ETSI TS 102 232-7 [10] clause 15 shall be populated with the BER-encoded IRIPayload.

When an additional warrant is activated on a target UE and the LIPF uses the same XID for the additional warrant, the MDF2 shall be able to generate and deliver the IRI message containing the AMFStartOfInterceptionWithRegisteredUE record to the LEMF associated with the additional warrant without receiving a corresponding xIRI. The payload of the AMFStartOfInterceptionWithRegisteredUE record is specified in table 6.2.2-4.

*** Next change ***
6.2.3.2.1
General
The IRI-POI present in the SMF shall send the xIRIs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.2.3.3, the details of which are described in the following sub-clauses.

*** Next change ***
6.2.3.2.5
Start of interception with an established PDU session

The IRI-POI in the SMF shall generate an xIRI containing an SMFStartOfInterceptionWithEstablishedPDUSession record when the IRI-POI present in the SMF detects that a PDU session has already been established for the target UE when interception starts.

In a non-roaming scenario, the IRI-POI in the SMF (or in a roaming scenario, the IRI-POI in the V-SMF in the VPLMN) shall generate the xIRI containing the SMFStartOfInterceptionWithEstablishedPDUSession record when it detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:

-
The 5GSM state within the SMF for that UE is 5GSM: PDU SESSION ACTIVE or PDU SESSION MODIFICATION PENDING.

NOTE:
The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU SESSION RELEASE COMMAND to the UE for a PDU session and the SMF (V-SMF in the VPLMN) had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT ACCEPT to that UE for the same PDU session.

In a home-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI containing the SMFStartOfInterceptionWithEstablishedPDUSession record when it detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:

-
The H-SMF had not sent a Nsmf_PDU_Session_Update Request (n1SmInfoToUe: PDU SESSION RELEASE COMMAND) to the V-SMF for a PDU session and H-SMF had previously sent an Nsmf_PDU_Session_Create response (n1SmInfoToUE: PDU SESSION ESTABLISHMENT ACCEPT) to the V-SMF for that PDU session.

The IRI-POI in the SMF shall generate the xIRI containing the SMFStartOfInterceptionWithEstablishedPDUSession record for each of the PDU sessions (that meets the above criteria) associated with the newly identified target UEs.

Table 6.2.3-4: Payload for SMFStartOfInterceptionWithEstablishedPDUSession record
	Field name
	Description
	M/C/O

	sUPI
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions.
	C

	sUPIUnauthenticated
	Shall be present if a SUPI is present in the message, and set to “true” if the SUPI has not authenticated, or “false” if it has been authenticated.
	C

	pEI
	PEI associated with the PDU session if available.
	C

	gPSI
	GPSI associated with the PDU session if available.
	C

	pDUSessionID
	PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause 11.2.3.1b.
	M

	gTPTunnelID
	Contains the F-TEID identifying the tunnel used to encapsulate the traffic, as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further study.
	M

	pDUSessionType
	Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.
	M

	sNSSAI
	Slice identifier associated with the PDU session, if available. See TS 23.003 [19] clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.
	C

	uEEndpoint
	UE endpoint address(es) if available. IP addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte order). MAC addresses are given as 6 octets with the most significant octet first.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available. IP addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte order).
	C

	location
	Location information provided by the AMF at session establishment, if available.

Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	dNN
	Data Network Name associated with the target traffic, as defined in TS 23.003 [19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2.
	M

	aMFID
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] clause 2.10.1, if available.
	C

	hSMFURI
	URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See TS 29.502 [16] clause 6.1.6.2.2.
	C

	requestType
	Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available.
	C

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).
	C

	rATType
	RAT type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571 [17] clause 5.4.3.2.
	C

	sMPDUDNRequest
	Contents of the SM PDU DN request container, if available, as described in TS 24.501 [13] clause 9.11.4.15.
	C


*** Next change ***
6.2.3.2.6
SMF unsuccessful procedure

The IRI-POI in the SMF shall generate an xIRI containing an SMFUnsuccessfulProcedure record when the IRI-POI present in the SMF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers provided via LI_X1.

Accordingly, the IRI-POI in the SMF generatesthe  xIRI when one of the following events are detected:

-
SMF sends a PDU SESSION ESTABLISHMENT REJECT message to the target UE.

-
SMF sends a PDU SESSION MODIFICATION REJECT message to the target UE.

-
SMF sends a PDU SESSION RELEASE REJECT message to the target UE.

-
SMF receives a PDU SESSION MODIFICATION COMMAND REJECT message from the target UE.

-
An ongoing SM procedure is aborted at the SMF, due to e.g. a 5GSM STATUS message sent from or received by the SMF.

Table 6.2.3-5: Payload for SMFUnsuccessfulProcedure record

	Field name
	Description
	M/C/O

	failedProcedureType
	Specifies the procedure which failed or is aborted at the SMF.
	M

	failureCause
	Provides the value of the 5GSM cause, see TS 24.501 [13], clause 9.11.4.2. In case the procedure is aborted due to a 5GSM STATUS message, the 5GSM cause is the one included in the 5GSM status message.
	M

	requestedSlice
	Slice requested for the procedure, if available, given as a NSSAI (a list of S-NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).
	C

	initiator
	Specifies whether the network (SMF) or the UE is initiating the rejection or indicating the failure.
	M

	sUPI
	SUPI associated with the procedure, if available (see NOTE).
	C

	sUPIUnauthenticated
	Shall be present if a SUPI is present in the message and set to “true” if the SUPI has not authenticated, or “false” if it has been authenticated.
	C

	pEI
	PEI used in the procedure, if available (see NOTE).
	C

	gPSI
	GPSI used in the procedure, if available (see NOTE).
	C

	pDUSessionID
	PDU Session ID See clause 9.4 of TS 24.501 [13], if available.
	C

	uEEndpoint
	UE endpoint address(es) if available.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, if available.
	C

	location
	Location information provided by the AMF, if available.

Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	dNN
	Data Network Name associated with the target traffic, as defined in TS 23.003 [19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2, if available.
	C

	aMFID
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] clause 2.10.1 when available.
	C

	hSMFURI
	URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See TS 29.502 [16] clause 6.1.6.2.2.
	C

	requestType
	Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available.
	C

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).
	C

	rATType
	RAT Type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571 [17] clause 5.4.3.2.
	C

	sMPDUDNRequest
	Contents of the SM PDU DN Request container, if available, as described in TS 24.501 [13] clause 9.11.4.15.
	C

	NOTE:

At least one identity shall be provided, the others shall be provided if available.


*** Next change ***
6.2.3.3.2
CC interception with multi-homed PDU session

When a target UE accesses multiple Data Networks (DNs) via a multi-homed PDU session (see TS 23.501 [2] clause 5.6.4.3), multiple UPFs are involved in providing the PDU Session Anchors, with one UPF providing the Branching Point functionality. The Branching Point UPF may, or may not, be a PDU Session Anchor UPF (see TS 33.127 [5] Annex A3.2). The CC-TF present in the SMF shall send the CC intercept trigger to the CC-POI present in an UPF if and only if that UPF is selected to provide the CC-POI functions.

When the target UE is involved in multi-homed PDU session, the CC-TF present in the SMF (i.e. in the SMF that establishes the PDU session) shall determine which UPF(s) is(are) more suitable to provide the CC-POI functions adhering to the following requirements specified in TS 33.127 [5]:

· All applicable user plane packets are captured and delivered.
· Duplicate delivery of CC is suppressed to the extent possible.

This clause assumes that a PDU session contains only one Branching Point UPF (with N3 reference point toward the target UE) and one PDU Session Anchor UPF for each DN connection.

Since the present document requires the interception of all DN connections, the SMF may choose either all the PDU Session Anchor UPFs or the Branching Point UPF to provide the CC-POI functions.

The Branching Point UPF may be chosen when all user plane packets pass through the Branching Point UPF, and the CC-TF present in the SMF may choose the Branching Point UPF to provide the CC-POI function and accordingly, send the CC interception trigger to the CC-POI present in the Branching Point UPF. The CC intercept trigger shall include the packet detection rules. An example of these rules is:

-
Generate the xCC from all the incoming and outgoing user plane packets to the target UE.

In this case, the CC-TF present in the SMF shall not select any of the PDU Session Anchor UPFs to provide the CC-POI functions.

When a Branching Point UPF is chosen to provide the CC-POI functions, and if the Branching Point UPF is removed from the user plane path during a PDU session, then the CC POI functions will have to be moved to the PDU Session Anchor UPFs.

The xCC delivered to the MDF3 shall be correlated to the PDU session related xIRI. The use of Correlation Id shall be on a user-plane path basis, which means that the xCC generated at different UPFs that belong to different PDU sessions may need to have separate Correlation IDs, each correlating to their own PDU session related xIRI.

*** Next change ***
6.2.3.4
IRI-POI in UPF triggering over LI_T2
When interception of Packet Data Headers is required, and if the approach 1 as specified in TS 33.127 [5] for packet data information reporting is used, the IRI-TF in the SMF sends a trigger to the IRI-POI in the UPF over the LI_T2 interface.

When the IRI-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the IRI-POI in the UPF over the LI_T2 interface. The activation message shall contain the correlation ID that the IRI-POI in the UPF shall use when generating xIRI. This shall be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following details.
Table 6.2.3-9: ActivateTask message for triggering the UPF IRI-POI
	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the IRI-TF in the SMF, which enable the UPF IRI-POI to isolate target traffic. The IRI-POI in the UPF shall support at least the identifier types given in Table 6.2.3-7.

NOTE: This value is the target identifier for the IRI-POI in the UPF, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X2Only”.
	M

	TaskDetailsExtensions/

HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7].
	M

	ListOfDIDs
	Delivery endpoints of LI_X2. These delivery endpoints shall be configured by the IRI-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign for_ xIRI generated by the IRI-POI in the UPF.
	M


Table 6.2.3-10: ActivatePDHReporting Parameters
	Field name
	Description
	M/C/O

	pDHType
	This field shall be set to either:

· “PDHR,” for packet-by-packet reporting.

· “PDSR,” for summarized reporting.
	M

	pDSRType
	If pDHType is PDSR, this field shall be set to one of the following triggers:

a) timer expiry (along with a timer value and unit).

b) packet count (along with a value for the number of packets detected before a summary is to be triggered).

c) byte count (along with a value for the cumulative byte size reached across all packets belonging to the summary before said summary is to be triggered).

Summary reports shall not be cumulative, i.e., each summary report shall describe only the packets contained in its respective range, and each new summary shall start its count (of whichever attribute from the numbered list above applies) from zero, i.e., the information in the (n+1)’th summary report starts immediately after the end of the n’th summary report.
	C


When the IRI-TF in the SMF detects that a targeted PDU session has changed in a way which requires changes to the interception by the IRI-POI in the UPF, the IRI-TF in the SMF shall modify the interception at the IRI-POI in the UPF over the LI_T2 interface. This is achieved by sending an ModifyTask message as defined in ETSI TS 103 221-1[ [7] clause 6.2.2 with the following details.
Table 6.2.3-11: ModifyTask message for updating interception at the IRI-POI in the UPF
	Field name
	Description
	M/C/O

	XID
	Set to the XID associated with the interception
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the IRI-TF in the SMF.

NOTE: See notes on TargetIdentifiers in Table 6.2.3-6.
	M


When the IRI-POI in the SMF detects that the PDU session has been released for a target UE, it shall send a deactivation message to the IRI-POI in the UPF over the LI_T2 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.

When a PDU session involves multiple UPFs, the selection of UPF to provide the IRI-POI functions shall be done in the same way an UPF is selected to provide the CC-POI functions as described in clauses 6.2.3.3.2 and 6.2.3.3.3.

When a warrant that does not include the service scoping of CC (but includes the service scoping of IRI) is activated for a target UE with an established PDU session and when the IRI-POI present in the SMF generates the xIRI containing an SMFStartOfInterceptionWithEstablishedPDUSession record, if the approach 1 specified in TS 33.127 [5] is used for packet data header information reporting, then the IRI-TF present in the SMF shall send an activation message to the IRI-POI present in the UPF to generate the Packet Data Header report related xIRIs from the user plane packets of that PDU session.

*** Next change ***
6.2.3.5.2
Fragmentation

If the IRI-POI in the UPF is placed on a link which fragmented the original IP packet (see IETF RFC 791[34] for basic fragmentation rules, and IETF RFC 815 [26] for more complex re-assembly rules), a situation may occur in which only the first fragment can be sensibly reported in a PDHR, while the subsequent fragments may be missing essential fields that are mandatory, which may cause simplistic implementations to mis-report them, or omit them altogether.

In this case, the IRI-POI in the UPF shall report the first fragment of a fragmented IP packet, including the port numbers when they are included within this first fragment, using the length of the fragment to determine if the port numbers are indeed encoded within this first fragment. The subsequent fragments are reported without port information. This technique relieves the IRI-POI in the UPF from having to reassemble the original IP packet (at line speed) at the cost of accuracy of the reported fields.

*** Next change ***
6.2.3.6
Generation of xCC at CC-POI in the UPF over LI_X3

The CC-POI present in the UPF shall send xCC over LI_X3 for each IP packet matching the criteria specified in the Triggering message (i.e. ActivateTask message) received over LI_T3 from the CC-TF in the SMF.

NOTE:
Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).

Each X3 PDU shall contain the contents of the GTP-U packet given using the GTP-U payload format.

*** Next change ***
6.2.3.7
Generation of IRI over LI_HI2

When an xIRI is received over LI_X2 from the IRI-POI in SMF, the MDF2 shall send the IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevent record received from LI_X2. The record may be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SMF event was observed (i.e. the timestamp field of the xIRI). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI message belongs.

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded IRIPayload.

When an additional warrant is activated on a target UE and the LIPF uses the same XID for the additional warrant, the MDF2 shall be able to generate and deliver the IRI message containing the SMFStartOfInterceptionWithEstablishedPDUSession record to the LEMF associated with the additional warrant without receiving a corresponding xIRI. The payload of the SMFStartOfInterceptionWithEstablishedPDUSession record is specified in table 6.2.3-4. The MDF2 shall generate and deliver the IRI message containing the SMFStartOfInterceptionWithEstablishedPDUSession record for each of the established PDU sessions to the LEMF associated with the new warrant.

*** Next change ***
6.2.3.8
Generation of CC over LI_HI3

When the xCC is received over LI_X3, the MDF3 shall emit the CC over LI_HI3 without undue delay.

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the UPF observed the data (i.e. the timestamp field of the xCC data). The LIID and CID fields shall correctly reflect the target identity and communication session to which the CC belongs.

*** Next change ***
6.2.3.9
Packet Data Information Reporting at MDF2

As described in TS 33.127 [5] clause 6.2.3.1, the warrants that do not require the interception of communication contents may require IRI messages that require access to the user plane packets. One such service that requires such a capability is the packet data header information reporting which includes the following two IRI messages:

- Packet Data Header Reporting (PDHR).

- Packet Data Summary Reporting (PDSR).

NOTE: 
Packet Data Header Reporting is done using the IRI messges containing the PDHeaderReport record and the Packet Data Summary Reporting is done using the IRI messages containing the PDSummaryReport record. 
TS 33.127 [5] provides two approaches for the generation of such IRI messages. In approach 1, the IRI-POI present in the UPF based on a trigger received from IRI-TF present in the SMF constructs and delivers the xIRIs to the MDF2. The details of this are described in clause 6.2.3.5.
In approach 2, the CC-TF present in the SMF triggers the CC-POI present in the UPF to deliver the xCC to the MDF3 as described in clause 6.2.3.5. The MDF3 forwards the xCC to the MDF2 over the LI-MDF interface and MDF2 generates the IRI messages containing the  PDHeaderReport and PDSummaryReport  records  from the xCC.  The payload of PDHeaderReport and PDSummaryReport records are as described in clause 6.2.3.5, table 6.2.3-11. Note that in 
approach 2, the MDF2 generates these  IRI messages  containing PDHeaderReport and PDSummaryReport records without receiving the equivalent xIRI from an IRI-POI. The actions of MDF2, MDF3 and CC-TF in SMF are managed as part of the intercept data provisioned to them over the LI_X1 interface.

*** Next change ***
6.2.5.2
Generation of xIRI over LI_X2

The IRI-POI present in the SMSF shall send xIRI over LI_X2 for the event listed in TS 33.127 [5] clause 6.2.5.3, the details of which is  described in the following sub-clause.

*** Next change ***
6.2.5.3
SMS Message

The IRI-POI in the SMSF shall generate an xIRI containing an SMSMessage record for the following cases:

SMS-MO case:

-
When a target UE originates an SMS message or when any UE originates an SMS message destined to a target non-local ID.

SMS-MT case:

-
When an SMS message delivery to a target UE is attempted or when an SMS message delivery originated from a target non-local ID is attempted to any UE.

-
When an SMS message is successfully delivered to a target UE or when an SMS message originated from a target non-local ID is successfully delivered to any UE.

The SMS-MT case can also apply to the scenario when a receipt of SMS delivery from the far end is delivered successfully to the target UE or when a receipt of SMS delivery from a target non-Local ID is successfully delivered to the originating UE.

The IRI-POI present in the SMSF shall generate the xIRI containing the SMSMessage record when it detects following events:

-
The SMSF receives a SMCP message CP-DATA_RPDATA [SUBMIT_SMS] from a target UE (via AMF in Nsmsf_SMService_UplinkSMS message) or from any UE with TP-DA field within the SUBMIT_SMS containing a target non-Local ID and SMSF returns the SMCP: CP-ACK to that originating UE.

-
The SMSF receives a Nsmsf_SMService_UplinkSMS with SmsRecordData IE containing the SMCP message CP-DATA_RP-ACK [SMS-DELIVER-REPORT] in response to a previously sent SMCP: Namf_Communication_N1N2MessageTransfer with N1MessageContainer having the SMCP message CP-DATA_RP-DATA [SMS-DELIVER].

NOTE 1:
In the above-mentioned descriptions, the requirements of target Non-Local ID do not apply when both originating and terminating users of an SMS message are served by the same CSP. The method used to identify a target non-Local ID is different from the method used to identify a local target ID.

Table 6.2.5-1: Payload for SMSMessage record
	Field name
	Description
	M/C/O

	originatingSMSParty
	Identity of the originating SMS party. See NOTE 2.
	M

	terminatingSMSParty
	Identity of the terminating SMS party. See NOTE 3.
	M

	direction
	Direction of the SMS with respect to the target. See NOTE 4.
	M

	transferStatus
	Indicates whether the transfer succeeded or not. See NOTE 5.
	M

	otherMessage
	In the event of a server-initiated transfer, indicates whether the server will send another SMS. May be omitted if the transfer is target-initiated. See NOTE 6.
	M

	peerNFAddress
	Address of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved in the communication of the SMS, if available.
	C

	peerNFType
	Type of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved in the communication of the SMS, if available.
	C

	location
	Location information associated with the UE sending or receiving the SMS, if available. See NOTE 7.

Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	sMSTPDUData
	SMS TPDU, encoded as per TS 23.040 [18] clause 9. See NOTE 8.
	M


NOTE 2:
For the SMS-MO case, the originating party is the address of the UE from which the SMSF receives the CP-DATA_RP_DATA (SUBMIT-MS) message (via AMF in the Nsmsf_SMService_UplinkSMS). The GPSI is one of the data fields used in the Nsmsf related messages (see TS 29.540 [21]). Alternatively, the SMSF may find the originating party address in the same way it finds the address when generating charging records. For SMS-MT case, this is derived from TP-OA field (TS 23.040 [18]).

NOTE 3:
For SMS-MT case, the terminating party is the address of the UE to which the SMSF sends the CP-DATA_RP_DATA (SMS-DELIVER) message (via AMF in Namf_Communications_N1N2MessageTransfer). The GPSI is one of the data fields used in the Namf related messages (TS 29.518 [22]). Alternatively, the SMSF may find the terminating party address in the same way it finds the address when generating charging records. For SMS-MO case, this is derived from the TP-DA field (TS 23.040 [18]).

NOTE 4:
For the SMS-MO case, for SMS originated from the target UE, the value fromTarget is used and for SMS destined to target Non-local ID, the toTarget is used.  For SMS-MT case, for SMS terminated to the target UE, the value toTarget is used and for SMS originated from a target Non-local ID, the fromTarget is used.

NOTE 5:
This field is set to transferSucceeded or transferFailed as follows:

-
SMS-MO case:

-
To transferSucceeded: when the IRI-POI in the SMSF detects that SMSF sends the MO-FORWARD-SHORT-MESSAGE-request [SUBMIT SMS] message to the SMS-IWMSC.

-
To transferFailed: when the IRI-POI in SMSF detects the scenarios where SMSF cannot send the MO-FORWARD-SHORT-MESSAGE-request [SMS-SUBMIT] to SMS-IWMSC, but still generates an xIRI containing the SMSMessage record.

-
SMS-MT case:

-
To transferSucceeded: when the IRI-POI in the SMSF detects that SMSF sends the MT-FORWARD-SHORT-MESSAGE-answer [SMS-DELIVER-REPORT] message to the SMS-IWMSC.

-
To transferFailed: when the IRI-POI in SMSF detects the scenarios where SMSF cannot send the MT-FORWARD-SHORT-MESSAGE-Answer [SMS-DELIVER-REPORT] to the SMS-GMSC, but an xIRI containing the SMSMessage record is still generated.

NOTE 6:
This is only applicable to the SMS-MT case and can be derived from the TP-MMS (More Message to Send) field present in the SMS-DELIVER sent to the UE (via AMF in the Namf_Communications_N1N2MessageTransfer).

NOTE 7:
This is derived from the ueLocation field of SmsRecord IE received from the AMF in the Nsmsf_SMService_UplinkSMS message (TS 29.540 [21]). For the SMS-MO case, the SMCP message is CP-DATA_RP-DATA [SMS-SUBMIT] and for the SMS-MT case, the SMCP message is CP-DATA-RP-ACK [SMS-DELIVER-REPORT].

NOTE 8:
According to the intercept related data provisioning received over the LI_X1 reference point from the LIPF, the IRI-POI present in the SMSF may discover that the Interception Product may not include the CC. In this case, the IRI-POI present in the SMSF may remove the sMSTPDUDATA from the SMSMessage record sent to the MDF2. When multiple warrants are issued on a target UE, the SMSF may deliver the SMSMessage record with the sMSTPDUDATA present to the MDF2. In that case, the MDF2 is expected to remove the equivalent information from the IRI message sent over the LI_HI2 reference point when it discovers from the intercept related data provisioned to it over LI_X1 reference point.

*** Next change ***
6.2.5.4
Generation of IRI over LI_HI2

When an xIRI containing the SMSMessage record is received over LI_X2 from the IRI-POI in SMSF, the MDF2 shall send the IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the SMSMessage record received over the LI_X2. The SMSMessage record may be enriched by other information available at the MDF (e.g. additional location information).

The threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded IRIPayload.

The timestamp field of the psHeader structure shall be set to the time that the SMSF event was observed (i.e. the timestamp field of the xIRI). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.

National regulations may require that the MDF2 removes information regarded as content from the smsTPDUData field in case of an IRI only warrant. The details of what needs be removed, and under what circumstances this is for national regulation, are outside the scope of the present document.
*** Next change ***
7.2.2.3.1
General description

The IRI-POI present in the UDM shall send xIRI over LI_X2 for each of the events listed in TS 33.127 [5] clause 7.2.2.4, the details of which are described in the following sub-clauses.
NOTE: 
The present document  supports only the xIRIs containing the UDMServingSystemMessage record. 
*** Next change ***
7.2.2.3.2
Serving system

The IRI-POI in the UDM shall generate an xIRI containing the UDMServingSystemMessage record when it detects the following events:

· When the UDM receives the amf3GPPAccessRegistration from the AMF in the Nudm_UEContextManagement_Registration message (see TS 29.503 [25], clause 5.3.2.2.2).

· When the UDM receives the amfNon3GPPAccessRegistration from the AMF in the Nudm_UEContextManagement_Registration message (see TS 29.503 [25], clause 5.3.2.2.3).

When a target UE registers to both 3GPP and non-3GPP access, two separate xIRIs each containing  the UDMServingSystemMessage record may be generated by the IRI-POI in the UDM.

Table 7.2.2.3-1: Payload for UDMServingSystemMessage record
	Field name
	Description
	M/C/O

	sUPI
	SUPI associated with the target UE, see TS 29.571 [17].
	M

	pEI
	PEI associated with the target UE, when known, see TS 29.571 17].
	C

	gPSI
	GPSI associated with the target UE, when known, see TS 29.571 [17].
	C

	gUAMI
	Serving AMF’s GUAMI, when known. See NOTE 1.
	C

	gUMMEI
	Serving MME’s GUMMEI See NOTE 2.
	C

	pLMNID
	Serving PLMN Id. See TS 29.571 [17]. See NOTE 3.
	C

	servingSystemMethod
	Identifies method used to access the serving system, see NOTE 4.
	M


NOTE 1:
GUAMI is the global unique identifier of an AMF [2] and its format is defined in TS 29.571 [17]. As defined in TS 23.501 [2], clause 5.9.4, GUAMI consists of <MCC> <MNC> <AMF Region ID> <AMF Set ID> <AMF Pointer>. The GUAMI is reported if the UDM receives the same from the AMF.

NOTE 2:
GUMMEI is the global unique identifier of an MME and its format is defined in TS 23.003 [19]. As defined in TS 23.003 [19], clause 2.8.1, GUMMEI consists of <MCC> <MNC> <MME Identifier>. The GUMMEI is reported if the UDM receives the same from the MME.
NOTE 3:
PLMN Id provides the VPLMN Id when the target UE is roaming.
NOTE 4:
This identifies whether the xIRI containing the UDMServingSystemMessage record is generated due to the reception of an amf3GPPAccessRegistration, or an amfNon3GPPAccessRegistration. See TS 29.503 [25].
*** Next change ***
7.2.2.4
Generation of IRI over LI_HI2

When an xIRI message is received over LI_X2 from the IRI-POI in UDM, the MDF2 shall send an IRI message over LI_HI2 without undue delay.

The timestamp field of the psHeader structure shall be set to the time that the UDM event was observed (i.e. the timestamp field of the xIRI). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI message belongs.
*** Next change ***
7.3.1.2.2
Triggered location service

For the LALS triggered location service (TS 33.127 [5], clause 7.3.3.3) the IRI-TF (LTF) is provisioned by the LIPF using the LI_X1 protocol as described in clause 5.2.2. The “TaskDetailsExtensions” parameter of the ActivateTask message in this case will carry the address of LI-LCS client to be used for the service and, optionally, the positioning parameters for use on the Le interface, similar to the target positioning provisioning.

Table 7.3.1.2-2 defines the details of the LI_X1 ActivateTask message used for the LTF provisioning for the Triggered Location service.

Table 7.3.1.2-2: ActivateTask message for LTF triggered location service provisioning

	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	One of the following:

- SUPI.
- PEI.
- GPSI.
	M

	DeliveryType
	Set to “X2Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI-LCS Client LI_X2. These delivery endpoints are configured in LTF using the CreateDestination message as described in ETSI TS 103 221-1 [7], clause 6.3.1 prior to the task activation.
	M

	TaskDetailsExtensions/

LI-LCSClientAddress 
	The IP address of the LI-LCS Client for triggering.
	M

	TaskDetailsExtensions/

PositioningParameters
	Set of optional parameters for MLP SLIR message, per OMA-TS-MLP-V3-4-20150512-A [20]:
- requested location type (clause 5.3.60).
- requested response type (clause 5.3.112.1).
- max location age (clause 5.3.65).
- response timing required (clause 5.3.106).
- response timer (clause 5.3.107).
- horizontal accuracy with QoS class (clause 5.3.44).
- altitude accuracy with QoS class (clause 5.3.6).

- motion state request (clause 5.3.70).
	O


*** Next change ***
7.3.1.3
Triggering over LI_T2

An LTF, provisioned as described in clause 7.3.3.2.2, triggers the triggered IRI-POI provided by the LI-LCS client using the LI_T2 protocol as described in clause 5.2.4. The “TaskDetailsExtensions” in the LI_T2 “ActivateTask” message carries the positioning parameters mapped from the LTF provisioning over the LI_X1. The LI_T2 “ActivateTask” message header may include a correlation ID from the triggering xIRI, if available.

Prior to issuing one or more “ActivateTask” requests towards an LI-LCS Client, the LPF shall provision the LI-LCS client with the LI_X2 destinations by using the “CreateDestination” operation(s), as per clause 5.2.2. The LI-LCS client shall implicitly deactivate the task upon issuing the final xIRI for the trigger. There is no DeactivateTask operation on the LI_T2 for the LI-LCS client.

The Table 7.3.1.3-1 shows the details of the LI_T2 ActivateTask message used by the LTF to trigger LI-CS client for the triggered location service.

Table 7.3.1.3-1: ActivateTask message from LTF to LI-LCS client for the triggered location service triggering

	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	The same value as in the LTF provisioning (clause 7.3.3.2.2).
	M

	TargetIdentifiers
	One of the following, per LTF provisioning:

- SUPI.
- PEI.
- GPSI.
	M

	DeliveryType
	Set to “X2Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI-LCS Client LI_X2. These delivery endpoints are configured in LTF using the CreateDestination message as described in ETSI TS 103 221-1 [7], clause 6.3.1 prior to the task activation.
	M

	TaskDetailsExtensions/

PositioningParameters
	Set of parameters (requested location type, requested response type (SYNC vs ASYNC) and timing, QoS (max location age, accuracy and QoS Class), mapData request, velocity request), as per OMA-TS-MLP-V3-4-20150512-A [20], as specified in the LTF provisioning message over LI_X1.
	C


*** Next change ***
7.3.1.4
Generation of xIRI over LI_X2

The IRI-POI provided by the LI-LCS client shall deliver the target location reports to respective MDF(s) as xIRI over the LI_X2 interface.

Table 7.3.1.4-1: LALSReport record
	Field name
	Description
	M/C/O

	sUPI
	SUPI of the target, if used for the service.
	C

	pEI
	PEI of the target, if used for the service.
	C

	gPSI
	GPSI of the target, if used for the service.
	C

	location
	Location of the target, if obtained successfully.

Encoded as a positioningInfo parameter (location>positioningInfo). Both the positionInfo (location>positioningInfo>positionInfo) and the mLPPositionData (location>positioningInfo>rawMLPResponse>mLPPositionData) are present in the case of successful positioning. In the case of positioning failure only the mLPErrorCode (location>positioningInfo>rawMLPResponse>mLPErrorCode) is present. See Annex A.
	C


The LI_X2 header (as per clause 5.3.2) of the LALSReport record presented in Table 7.3.1.4-1 shall contain the correlation ID (if provided) from a respective LI_T2 ActivationTask message.

*** Next change ***
7.3.2.1
General description

When the location information present within an xIRI includes the cell identity, the MDF2 that receives the xIRI may retrieve the supplemental information for that cell-site from a CSP Database and deliver the same to the LEMF either within the location field of the IRI message generated from the received xIRI e or in a separate IRI message referred to as MDFCellSideReport record. .

For each intercept, if the MDF2 reports the Cell-site Supplemental Information, then it shall provide the Cell-site Supplementation Information at least on initial reference of a cell identity and when any information in the Cell-site Supplementation Information is changed.

The Cell-site Supplementation Information is sent as a part of the location field of an IRI message.
*** Next change ***
7.3.2.2
Generation Cell Site Report IRI over LI_HI2
The MDF2 uses IRI message containing the MDFCellSiteReport record to send the Cell-site Supplemental Information to the LEMF over the LI_HI2 interface, when it is not able to retrieve the Cell-site Supplemental Information from the CSP database at the time it sends the IRI message that would otherwise have carried the Cell-site Supplemental Information.

Table 7.3.2.2-1 identifies the data sent in the IRI message containing the MDFCellSiteReport record over the LI_HI2 interface.

Table 7.3.2.2-1: Payload of MDFCellSiteReport

	Field name
	Description
	M/C/O

	CellInformation
	Cell information which contains the Cell Site Supplemental information.

Encoded as a cellSiteInformation (location>locationInfo>userLocation>eUTRALocation>cellSiteInformation or location>locationInfo>userLocation>nRLocation>cellSiteInformation). See Annex A.
	M


*** Next change ***
Annex B (normative): LI Notification
Based on clause 5.6 of the present document, this annex defines a system of management notification of LI system with the LI_HI4 interface.

The LI_HI4 interface shall be used to transport specific LI service O&M information (referred to as LI Notification) from the CSP to the LEMF. The individual parameters of the LI Notification message shall be coded using ASN.1 and the basic encoding rules (BER). The delivery of LI Notification shall be performed directly using the same mechanism as used for delivery of IRI messages over LI_HI2 and CC over LI_HI3.

The LI Notification shall be used to send electronic notification to the LEMF in the following cases:

1)
after the activation of lawful interception;
2)
after the deactivation of lawful interception;
3)
after the modification of an active lawful interception.

Table B.1-1: LINotification message

	Field name
	Description
	M/C/O

	notificationType
	Information on the type of notification: activation, deactivation or modification
	M

	deliveryInformation
	Delivery Information which has been decided by the LEA in terms of delivery numbers, IP addresses for LI_HI2 and LI_HI3
	O

	appliedTargetID
	Target Identifier applied in the ADMF for the warrant
	O

	appliedStartTime
	Start time applied to the ADMF for the warrant
	C

	appliedEndTime
	End time applied to the ADMF for the warrant
	C


Conditional parameters shall be set as follows:

	LI Activation Notification

	Field name
	Description
	M/C/O

	notificationType
	Activation
	M

	appliedStartTime


	Always present and represents:

The Start Date/Time in the warrant or,

The Date/Time of the CSP activation in the ADMF or,

The scheduled future Start Date/Time.
	C

	appliedEndTime
	Absence means the interception has been activated with no predefined End Date/Time.

Presence means the End time is scheduled to be applied at that (future) time. 
	C


	LI Modification Notification

	Field name
	Description
	M/C/O

	notificationType
	Modification
	M

	appliedStartTime
	Present and provides the new Start Date/Time if modified by the LI Modification command
	C

	appliedEndTime
	Present and provides the new End Date/Time if modified by the LI Modification command
	C


	LI Deactivation Notification

	Field name
	Description
	M/C/O

	notificationType
	Deactivation
	M

	appliedStartTime
	Absent
	C

	appliedEndTime
	Present and provides the actual End Date/Time, e.g. timed stop as per initial warrant or as per new warrant, or as pre-emptive audited stop from the LEA, or major LI failure.
	C


The individual notifications parameters shall be sent to the LEMF as soon as possible with the lowest latency at least once (if available).
The MDF2/3 will deliver the LINotification message to LEMF.
** End of all changes ***

